AT LB
FAR T GE Hfafe Fearea

QT AZaL & Hg

[ e
(e dlY, Pld HIS]

@ R0z q/q0/0%

THI A TS Tl FARThatenT AT ST TTsh!
RS FLAT Advisory

. THI HrAAdd! Website, Application, Server, Storage dT Network ‘g’(&iT‘ﬂTéF%ﬁ

9. HRAIH JIAEeeT AHT TIHT Wﬁ(m@@g@ﬁﬁamework
SATTI T, T Website Security Audit T TIT STEUHT THEATATS qo~d THTE
T,

3. ATFT M#™dl  Data T M wawm Backup d¥T Archive TP “\EITQ} Business
Continuity Plan TR T ?ﬂ‘]\ﬁ,

3. Genuine License WUHT Hardware d9T Software g& HIA TN T sTeedT &Wﬂ?ﬁ,

¥, HAATHT TANT HURT Anti-Virus, Database, Application Libraries, Operating System,
Network Devices, Security Devices, Servers aifees Fafaa T Scan X
Update/Patching T sEEdr s,

W WT-ATHT HeTIET WM WS ga GLETHT JUHEE (FEd Firewall, WAF,
IPS/IDS) T WART & 3= Configuration TAT Security Harden T | WART T,

%. Password &l qe ATHI T TAGib T @'{f%?r Password (Non-Trivial Password
Policy FITAR) W I TH-A Afgardr 9REde T T JOTCAT sgaear T,

o. At T TS YUTele®h! faHE Tl AR T IAT Yoddh <RI GRar qhen
T /A TANTHT <13,

¢. AT-ATFT HHTTAT TART HEEh! Godl TEre uieliged! Sl 9 dauashl TH
TeH AATd TIHT GRET WA (Security Audit) I ST THATST T JUMAT FINT
T Audit Log &+ sTaedT [HetrsH,

o, THN MHeeg A Ut =1 yfater gomefish! Source Code AHTATH 1LY
T T,

9 0. ATFAT HHITAT TANT HSXLHT Email TRIIAHT T Tiad TU@@H Multi-factor

Authentication T JIRTATE WlcdTg= I,
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Rigear, HEAE!

99, THA g'{&ﬂﬁﬁ TN Email Service Provider <1 W&TT @1 Security Features @Tg Enable
T,

93, AT AT JOITeA! /TATIAT Need to Know’ T Least Privilege’ T RIg=d @R
T FANTHATATS ATAAHATATIRE! A BRI TG TG T sqaedl Hars,

93, AATAITE User Account BGa! HISHT T, AATYAH ILahT ol WA Root Account
HI AT TIRT T

2, THTHT Tgd T TMAIg®an! ST THHT AT REeH T T TR T Enable T T
AfaHT TidfafaEERT FITEr T,

Qu. ¥ YU gFH Domain Controller/ Active Directorym AT T BRATATHT
T ol P YL JUS T als Centralized Management IT- sg&edT /a3,

9%, BIAIH] HFIEEH ATALIH USB UIEe® A Enable T T HTACAZRT F&H
RUSHT a1 FHd Removable ITHTEE WA HFICIECH g (Hed T LA
H SgFEdT s,

90, HETAIN TeT ¥ JAEEAT qFa-gd WY T 97T Acds SUHUEEars quard
IS Aca® Segmentation?ﬂ'*lﬁ,

¢ <. Website TIT  Application 2% HT AME™ GIHT SSL Certificate install 19 s&ear
s,

9 2. AN AT @ (Datacenter/ Server Room) @& Hl Wﬁ;ﬁ qg%rg—rr BIEGED
R Access Control /Door Lock System T gaed Hers,

2o, Wifde “g'l;{&ﬂ?ﬁ N IP Camera |fgas! Surveillance AT S TR W
ey fHars,

27 G R e H T wvetud eaiees @i o e Data
Application/ Network/ Cloud Security <iTTIIdhT HIFST L& Fra=dl difeT® Y& T
e s

G HEAIA WHl ST/ ey T Hre gea w4t

¢. Genuine License HWUT Operating System AT Software & HIA R Tﬁ, BRIEK
FHIAHT AR VAR IR TANT T A Standard SARTEHAT (Non Administrator)
Account TS AT TIRT T4 T ‘v'l%f Account HT Strong Password T Tﬁ,
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2. Operating System T BIOS Firmware @75 9af Update/Patch B&Ts Ta=licld &UH]
e Fiaae. JEEe® graad T4 4e I,

3. HEYSY/AISHH! Booting T RN BIOS Password THT ¥ T,

¥, HFYIL/FAISTAT Antivirus Client Install T GIeArg gaw=aT At Virus Definition,
Signature T Patch €&HT Upgrade M,

4. STHAY/ AUST YANT T 9 FATEAHT T8 Lock/ Logoff T+ ql BT Higar
SEHCT/ITICT TIAHT JUHREATS AATd TIHT a1 (Proper Shutdown) T,

¢, STHCT/AMIST T AT hIFAT A@Yd®F &1 ded GPS, Bluetooth, NFC T 37T
Sensor B&TE Disabled TH,

v. fUFaT®T TFCATTATS Latest Available Version &7 Update /Patch TEUN ST
T,

¢. HATAIHT Shared Printer 8& T Unique Password Iz ™ ﬂT& EEAGIERERAG Al
gT g T T T,

2. fU=ear Print History TSI T Y T,

¢ 0. USB, External Hard-Disk <iIIdT Plug and Play Devices 86T FINT &1 €4 UcH
Security ScanningTrﬁ @T@H TEh! THH T G YT T,

2. ocl Y~CHT el ICT Infrastructure ¥ Remote Access T "s’lé%PT{ VPN/ Software
VPN TINT T,

¢ . Password, IP address, Network Diagram 9T I RECE RIS B A1) TqEa-ad
fth Aed AT SW /T SSHT TUH,

3. AT TR TEATETGEH] Scanning T TR Cam Scanner STEd 30?1 g EIr|
ﬁw UJHT AT Scanner JATRT YT ?ﬂﬁ,

¢%. Licensed TFTATLH! ‘v’ljﬁ'ﬂT LR ;ﬁ 9 Pirated Operating  System/
Software/Application T FIRT T,

u. AT ATAYTH TR JaEr 7 GHa g8 T AHT TARTEHATST AR /= File/

Folder Sharing Tﬁ,

a'cl'ﬂli'c': WWW.NCSC.gov.np 's&l?*r: info@ncsc.gov.np TFIH 7. 09-¥3222%<¢


http://www.ncsc.gov.np/
mailto:info@ncsc.gov.np

AT LB
FAR T GE Hfafe Fearea

QT AZaL & Hg

[ e
(e dlY, Pld HIS]

M. Password SIqEMUT qAT L& TFIET

9. Password TS TS WA T 7@{h T gall T T ALREE, Tear, qar {38
FrEe®d! YA WUHI HFW & Character 1 GU&Td Password (Non-Trivial
Password Policy SRS @ ¥ Ycddh dqiF-ai9 AfEATAT qiads I,

2. R URAREHT AT~ |, Qe el =, Qe FFeE, hiF , Sr, S8 fafd
e WA ATAT WG Ak YegEE Password T TIHT WANT T,

3. Password SFTIST YEEeh[THT HUHT YEIETh! HIA GASH T Ta13,

¢, Gagelel ST/l @ UTeeHl Tgeal Wil SAHEeTd  Multi-Factor
Authentication T YIRT T,

4. U el a4 qaTl, JeErge qur Applications (Digital Account) HT T3S Password
TN T T Gigelt TN MUHT Password @S U TANT O,

%, P U YUITAT W1 Default Password ®T deeblel U T,

. Password TS % HUTS Y& T AT T T Password €15 AHIGIE G a7
AR WIETHATE ATE Y& I,

¢. System Password, fi=a¥ Password, T Wi-Fi Password & W wfisd afhars
Share T,

%. G HU YA Offline OTP Authenticator Application (ﬁ"vjcf Google Authenticator)ﬁ
TART 7,

¥, Internet Browsing L& ¥4l

7. GBI Application/JaTe®, $Hel Jare®, Abg/ RO Graf-aq Jar a1 B
TI%r_cle @aT/Applications q'g%r T 94 Private Browsing/Incognito Mode AW T,

2. User Login STaYde% 99 WTSCe®HT Access W&l Link W Click T Browser @l
Address Bar AT 9T32a! Domain Name/URL Manually Type ™,

3. SIS Browser I FAMAH TEHTT FANT T T TqATs AT €IHT ATafers
T,

. Browser HI gﬁr 9 Username ¥ Password Save ¥,

. raTA Browser AT F UM RBTHT TESTRe ST qRIE e,

<
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%. Anonymous Third Party Services ijcf: Nord VPN, Express VPN, Tor, Proxies SlIECa
TR T,

9. Third party Tools dIT Gadgets SEd: Download Manager, Weather Toolbar, AskMe
Toolbar HTEaRT JANT 7T,

¢. 9T AT Pirated W WEQ: Pirated Thedew, Mdes, -9, qraaur w1ty
TEAAE M,

2. BT HEEK/AUSTH F U T Install T a7 Yo @S,

g0, Tf&@ URL link & (ﬁﬁ:tinyurl.com/abSM)@ET Phishing/Malware Page 8%HT
Redirect 1 9o Q?T Qe ETCFﬂ_ﬁf,

Z. Email T Phishing Attack & q¥el=8it

¢, AURTEIT sAch qUT WEAES ATYHT Email E Phishing TAT Spam Email B &
E31 AFHT ANGHNEHA G THIEFH Tdle,

2. ARG SARh a1 SHIEE ATUH] TehTedg SHADT File/Photo Attachment/Link TS
TGl

3, YURET gy a1 STMTEIE ATUR! SHA a7 IHIEIE SHAATS dedblel Spam Report
T Delete 7T,

¥, AATAITES AEH b Webpage/Newsletter/ Mailing List FGHT Subscribe 7T,

4. THA ,SMS, I AThd ATHFAT Password, OTP, Bank Account Number, PIN Code ST&dT

fEaTe® AIETS,

THS @A Multi-Factor Authentication T8 Enabled T,

Business THT T ATHFAT HecdqUl T4 Public Hotspot/WiFi aTE @le,

Remotely ¥9-Ishl SH @leal Secured VPN T YA T FUEIT Taet @le,

A T ARIUHI HFISEE THA Login TR Ith  HFISHAT WUH]

Keylogger &1 AW T Username T Password ®{I B gad HUHIl <IEd

HFYIIC b Ioginﬁﬁ : ﬁlﬁ FETATHT Ui On Screen Keyboard (OSK)‘oﬁ

TIRT T,

20, ‘{?—l?f QTW AT Email Service Provider < W& T Security FeaturesFlT's}Enable
T,

S T
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Rigear, HEAE!

99, SHS JaATH! "Login History" Tab #HT UL IERGEDS Login RUIRIEIE ] Login
History AT %+ Anomaly(¥r@T=afiies wiafafer) Sfemey o, qord qeat-aa e
RESERIES

73, UTH &7 ATTHT F THA a1 JoRIEeH] [SHHT THT TARTAT FFaf-ead Teara e
T TUA JET3 eafch a1 GeATeh! YUK qig=n T A Reply/Response T,

93, AN ToT AN B U AATaepa a1 STal SHel a1 YN =0,

9%, HEcdqU  JAHNIEE B BT ECE ) Budget Details/Password /FH=T
foreor #fe S/ /b woTI o gal AW PGP (Pretty Good Privacy) @ Digital
Certificate FAWT LT Encrypt T BT,

4. TEHR (Prize), STBR (Gift), BET (Lottery) T & JeiM S@IUR. qeTRUHT
[ T gt 9 W’%’Qﬂ% T, Tve 9T, B el WIqeATs Reply/Response T,

9 <. Email AT PDF, TEXT, CSV SI&dT Standard Format ST ahT exe, vbs STEAT Extension 3T
File & Click 7T,

Q. 31T33_€T'4T Tqrafeaq HUDRT Country Domain/Sub-Domain o 3ATTRT THABEATS
T@re,

2¢. gl;ﬁ T FerErgehl THRAT 9fg=e T Login Credentials (User Name and Password),
AT, AaTgd TR, ARG TEIR et Personally Identifiable Information
(P1I) €% Share T,

22. Macro function enabled HU®RT Tigele® SI3TAlE el 7 @leal %T§ "Disable
Macros" [ ed =g Tﬁ,

. Removable Media GL&EM qF4l
q) Removable Media ST T@ﬂﬁl‘ &S Low Level Format ¥,
3) Removable Media T HHITTS ﬂ'{%ﬁr TYHT HTIA,
3) Removable Media Access Tl_gf AMe TETE Antivirus Software < scan T,
¥) Removable Media AT T&&T Yageel RISAEE AT hlcgE® Encrypt Tﬁ,
%) Removable Media AT Y&+ TEdTasi@®alls Strong Password <1 F\I}f@lﬁ T,
%) Removable Media <IT$ ;ﬁ af= 31711%@?[ Devices T Plugin T,
©) Unauthorized or Unidentified Sources &T& WM Removable Media AN =
FATTIAE FIH TRUHT AT THd IUHWEE A TART T,
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. QAN Geiet(Social Media) G&T Fa8l

q) AT TSl T Networking TTSCE&HT SARKITT SHHTUH! FART T Y= A
T At Ta| | T,

) ;ﬁ Friend Request/Follow Request/Chat Request THHT Tlff afer eafchab!
Verification |8 W= 7T,

3) gl fafgar |Iam™T Multi Factor Authentication Enable ¥,

¥) A U A G AT YARTHAEE ToTgUHT fofdh a1 HIgerdr Click =0+

{) P U THIOG THUET TAT ATANE A THAFT 9T TS A
fafearar dree, waiferd ar Share =9I,

§) THIA Email Address 8% T AT Platform T share =T,

W, WeTge G qEeAr

q) HETEA ANRICE REewars digeal Update/Patch Fﬂ"lﬂ'& Secure T,

R) Wi-Fi, GPS, Bluetooth, NFC T 3T Sensor £& 3ATdRIbdT AJHL HIA Enable T,

3) AEEA Tiee fraeia gase Google Play Store (Android T R T Apple App
Store (i0S T RT) T A SIS T,

¥) AERA U9 SISAAIE T ATd TIh! AHMIAT ST T T TANHACEH] THEARE
el Bad Reputation HUHT AT ARIHD [T HURT UUg e TISAIE el AT
AT,

) Qﬁ 9= TT Install Tlff AT U9 WRIHT Device Permission 1 I5¥deTs IENCED
TGl /THAHA Access Allow T,

§) FAETINE GARTHT FewWrll ZaT AT ®IF ofwg T4 a1 U TIAT SAlie]
T,

©) AT Frdene ATURT Bluetooth Pairing 4T File Sharing 31‘(@%‘6 THH -,

z) Qﬁ g Application o Permission T Application G graftad  Access Request
T @Qﬁ /H@T@ TarmoT T W Access Approve ™ (Tvl“rjcf, Calculator App
o Phone Access AN STa€T),

<) TRITHT 317@% tIiéi**»f A Passcode/Security Pattern T FANT T &

Lock/Keypad Lock @Wmﬂmﬁ,mtﬁ?? Internal/ External Memory
Card =T Haf®d ®9HT Offline Backup ™,
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40) FHFYSIAE HWEATSAH Data Transfer 4 el STETels Latest Update WU
Antivirus Scan Tﬁ,

99) SMS AT ATHISE TAHTRT AIET TRUHT ATHYH Offer/Ge TFa=dl Link T&
Gleal qEgrT A3,

43) HATFT RITHT Automatic Download FiadTers MivHT T4,

93) ATFAT RITHT %T?} Latest Antivirus Security Solution TS T T T,

qy) AMETE EAUH] a1 A WOHT AFEAHT ITARM T I b STHH! 9%
Digit #1 IMEI T¥R Offline TI&TT W,

Q%) HEEA ®BIiF BUUHT  Pre-selected T+IIETLHT Message ATST IR
ﬂ%ﬂ]’ﬂ%ﬁﬁ Tracking Feature TIT ¥,

e AFEAR LT qF=ell T ol TS, Seery aen AT HUHT info@ncsc.gov.np
AT R FET Fadl i TG 09-¥R999%5, ALA.+R00-
RTYQYORRTR (FAHT), +R BO-R & IERRIGR (FEAT ATHN), A T g ARG
g
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